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ABSTRACT KEYWORDS
This “literature refresh” identifies the most relevant new research in BeSp9n5ible artificial
Al and robotic systems ethics from January 1, 2022 to January 31, intelligence; autonomous

2024. Our selection methodology consisted of traditional research weapons; machine bias;
methods as well as novel human-Al teaming techniques,  sociotechnical systems;
leveraging the expert human judgment of the authors, enhanced meaningful human control
with a collection of Al and computational tools. We have

identified stable trends in the critiques of the use of Al in the

defense and security domain that cluster around worries about

machine bias as well as the propensity of the technology to

exacerbate human cognitive biases. Training data ambiguities,

irregularities or untrustworthy data, and outright hacking of

training sets are notable problems reported by the papers in our

research set. This limits the trustworthiness of some systems

which is heightened by the “black box” nature of many of these

technologies which makes accountability and testing difficult.

Given the speed and immense scale of operations that Al systems

are involved in, there is a pronounced drift away from the

reliance on “human in the loop” and “human on the loop” as the

gold standard. We are now at the stage where a new ethical

paradigm or solution is needed.

Introduction

As part of an ongoing project to create a risk management framework for the use of Al in
defense and national security applications, we have conducted a “literature refresh” on
relevant papers published in 2022 and later. Here, we discuss our methodology and
present an extensive survey of issues that could arise in the machine learning pipeline
for systems in defense and national security.

As with any literature review, at best we can aspire to provide a snapshot of an ongoing
conversation ;- this literature is active, as the hundreds of papers uncovered in the last few
years show. We term this survey a “literature refresh” because we are stepping into a
debate that is substantive and dynamic. A flurry of recent work has appeared, especially
since the publication of the United States Department of Defense’s “Responsible Al
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2 R. JENKINS ET AL.

Principles” in 2020 and its ongoing work to guide the implementation of those principles.
We aim to summarize this more recent work without rehashing decades-old debates.

Moreover, there will surely be relevant papers published even as this paper is pub-
lished. Let us designate, therefore, January 31, 2024 as the cutoff date for our literature
survey, as this is the publication date of the most recent article we surfaced with our
keyword search and considered for inclusion (Grodzinsky, Wolf, and Miller 2024).
This entails that many worthy papers will be excluded simply because they were pub-
lished more recently." While unfortunate, this is inevitable.

Methodology

Our goal was to survey the literature, starting in 2022, to identify potential risks from the
use of Al-enabled systems in defense and national security. To surface articles for review,
we generated key phrases (Table 1) to use with several databases (Table 2), including
through our home institutions’ library searches which consolidate access to several
databases.

The articles that were returned were imported into Zotero and automatically de-dupli-
cated. After deduplication, we were left with 278 articles. We manually tagged 130 article
abstracts according to the scheme: 1-relevant-high, 2-relevant-low, and 3-not-relevant.
After this initial round of manual tagging, we fine-tuned a custom Al model, following
the OpenAl best practices found in OpenAI’s documentation?, using base model gpt-3.5-
turbo-0125 over three training epochs, with an ultimate training loss of 0.0000 [sic]. Our
fine-tuned GPT tagged the remainder of the abstracts. After this process, we were left
with 104 articles published since 2022 and tagged 1-relevant-high. A full bibliography
of articles tagged 1-relevant-high is available at Appendix A. The results at each stage
of this process are detailed in Figure 1, a modified PRISMA diagram which incorporates
the contributions of the fine-tuned AI model.

After this, we systematically applied a list of questions developed by the Machine
Learning Impact Initiative (MLII) at Northwestern University to the collected literature.

Table 1. Key phrases used in literature search.

Al Risk Management in Defense Al Operational Challenges in Military
Autonomous Systems Risk Assessment Autonomous Robotics in Security

Al Deployment in National Security Al Data Security in Military Operations

Al and Military Decision Making Al and Human Control in Warfare

Al System Vulnerabilities in Defense Al Surveillance and Reconnaissance Risks
Malicious Use of Al in Security Al Sociotechnical Risks in Defense

Al Risk Mitigation Strategies Al Risk and Mitigation in National Defense

Al Systemic Risks in Armed Forces

Table 2. Databases used for literature refresh.

Google Scholar arXiv.org

Elicit.com EBSCOhost

IEEE Xplore Elsevier ScienceDirect

PubMed Central Academic Search Premier

Web of Science IEEE Electronic Library Conference Proceedings
Springer Books Thomson Reuters Westlaw

Springer Journals Semantic Scholar

ProQuest
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Articles tagged
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Y

Articles tagged 1-relevant-high
and included (n=104)

Figure 1. Databases used for literature refresh.

The MLII was a collaboration between Underwriters Laboratories and the McCormick
School of Engineering at Northwestern University to develop a relatively exhaustive,
domain-agnostic framework for surfacing relevant considerations at each stage of the
machine learning (ML) development and deployment pipeline, covering the phases of
data procurement and preparation, algorithm choice and model training, user inter-
action and framing, and finally domain-specific evaluation. Evaluating each step in the
pipeline in light of domain-specific goals and values allows us to cast technical decisions
in the light of ethically significant impacts. Figure 2, taken from Jenkins et al. (2023),
illustrates this decomposition of the ML development and deployment pipeline. A com-
plete list of the MLII questions that were queried over our collected literature is included
in Appendix B. These questions were asked of the collected PDFs using Python module
paper-qa, which builds an index of vector embeddings of PDFs and queries them using
retrieval-augmented generation (RAG), assembling an answer from contextually relevant
excerpts, using a mixture of GPT-3.5 and GPT 4 (Lala et al. 2023). These answers were
compiled into a manuscript. At this point, our human reviewers, Drs. Jenkins and Sullins
with assistance from Ms. Kamath, reviewed and revised these answers.
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Issues Provenance Coverage
Data Collection Methods Normalization
Cleaning Completeness

I Data Requirements Robustness
Algorithms Training Methods Explainability
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Figure 2. Machine Learning Impact Initiative (MLII) framework for the evaluation of the impact of
systems based on machine learning (Jenkins et al. 2023, Figure 1).

Our process should be viewed as a conscious experiment in human-AI teaming, where
we leverage both expert human judgment and a collection of Al tools to broaden, filter,
categorize, query, and summarize the discovered literature. By casting a wide, Al-enabled
search net, we aim to encompass all relevant sources and their citations, ensuring com-
prehensive coverage of the field while retaining human expertise in the loop. Despite the
extensive use of AI, human oversight remains crucial, especially in abstract tagging, in the
collating and revision process, and in the final evaluation of the discovered risks and miti-
gations. This methodology not only enhances the efficiency and breadth of our review but
also allows us to explore the dynamics of human-AT collaboration in the context of aca-
demic research.’

MLII questions review*
Data collection and preprocessing

The machine learning pipeline begins with collecting and processing data to train a
model on a task of prediction, classification, and so on. In this step, using inaccurate
or biased data can lead to risks that significantly impact decision-making and oper-
ational effectiveness. These risks include incorrect results (i.e. false positives or nega-
tives), misidentification of targets, and the provision of misleading information
(Rashid 2023). Such inaccuracies in turn can result in flawed strategic decisions,
potentially leading to unintended escalation and affecting international strategic stab-
ility (Rashid 2023).

Furthermore, data that demonstrates systematic biases can skew Al-based evaluations,
potentially leading to severe consequences like the misinterpretation of tactical alerts
(Rashid 2023). Relying on flawed data can perpetuate existing biases .~ a phenomenon
that has been demonstrated extensively in non-military domains,- underscoring the
potential for incorrect predictions and strategies that could endanger operational effec-
tiveness and safety (Goldfarb and Lindsay 2022). Incomplete or biased data can lead
to Al systems developing flawed strategies, as seen in Amazon’s hiring AI and chess
Al examples, where the lack of successful women applicants and training on Grandmas-
ter games, respectively, led to biased and flawed decision-making (Goldfarb and Lindsay
2022). Amazon’s hiring Al inadvertently learned to screen out resumes containing the
word “women” (Goldfarb and Lindsay 2022).
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Frustratingly, human biases in selecting data can limit decision-making, contrasting
with AT’s ability to consider all available data without bias (Davis 2022). Biases, outdated
information, and lack of representativeness in datasets must be adequately addressed
(Carter 2022). This species of bias not only compromises the decision-making process
but can also lead to severe consequences in military operations, including fratricide, civi-
lian casualties, and unjust targeting of individuals (Goldfarb and Lindsay 2022; Limata
2023). These biases can result in unfair treatment of specific persons or groups by
failing to accurately represent diverse populations or evaluate data appropriately, thus
compromising decision-making accuracy and operational integrity (Limata 2023; Stei-
mers and Schneider 2022). Furthermore, the reliance on biased Al systems can under-
mine mission effectiveness and erode trust in autonomous systems, potentially
violating key principles of armed conflict such as discrimination and proportionality
(Limata 2023).

The relevance and completeness of features captured by data are crucial for the effec-
tiveness of Al systems. Relevant and complete data ensure that Al models are trained on
accurate, precise, and representative datasets, which is essential for model generalization
and achieving optimal performance (Steimers and Schneider 2022). Overlooking critical
features in data can result in inaccurate models and potentially unsafe Al system appli-
cations, highlighting the importance of capturing the complexity of the intended task and
usage environment (Steimers and Schneider 2022). Furthermore, neglecting critical data
features can impact the safety, privacy, and functionality of systems, underscoring the
necessity of designing robust systems that can handle uncertainties effectively (Santoso
and Finn 2023). Ensuring data relevance and completeness is fundamental to mitigating
risks and enhancing the reliability and safety of Al systems.

Similarly, ambiguous concepts and ontologies in Al training data can result in models
memorizing and disclosing sensitive details, posing risks of data privacy breaches and
leading to unintended outcomes (Blauth, Gstrein, and Zwitter 2022). The complexity
of tasks and operational environments,— especially, for example, real-world contexts
and missions - can lead to incomplete specifications in AI systems, exacerbating the
risk of misinterpretations and decision-making errors in complex environments (Stei-
mers and Schneider 2022). Furthermore, these oversights can contribute to severe
societal, economic, and ethically concerning impacts, including manipulation of infor-
mation, economic disruption, and social inequality (Wirtz, Weyerer, and Kehl 2022).
Opverall, meticulous attention to feature selection and dataset auditing is crucial for pre-
venting misinterpretations, ensuring the reliability and effectiveness of Al systems, and
mitigating potential risks associated with biased outcomes, compromised privacy, and
lack of trust in Al-based decisions (Wirtz, Weyerer, and Kehl 2022).

The methods used to collect data for Al systems can have significant security impli-
cations, potentially compromising the integrity and confidentiality of sensitive infor-
mation. “Attribute inference attacks,” where attackers use publicly available data to
infer private information, highlight the vulnerability of data collection methods to
privacy breaches (Sangwan, Badr, and Srinivasan 2023). The possibility of collating,
for example, unclassified information to reveal insights that would be classified or con-
trolled unclassified (CUI) is also worrisome. Research should be conducted into how to
avoid disclosing information which, while benign in isolation, could be fused or com-
bined to compromise national security.
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Data collection methods must ensure the integrity, availability, and confidentiality of
data, as adversaries may seek to steal, manipulate, or deny access to Al learning data,
posing a threat to cybersecurity within the military enterprise (Goldfarb and Lindsay
2022). The integration of public data, even when anonymized, increases the risk of
identification, underscoring the challenges in maintaining data privacy (Carter 2022).
Moreover, the collection process itself can introduce biases and anomalies, further com-
promising data integrity (Goldfarb and Lindsay 2022).

AT systems are susceptible to various cyberattacks during their training and testing
stages, such as “data poisoning” attacks, which can manipulate training data or
present falsified data, thereby threatening the integrity and confidentiality of the infor-
mation processed by these systems (Sangwan, Badr, and Srinivasan 2023). False infor-
mation can be ingested during the training process, thereby  undermining
trustworthiness and causing potential financial, privacy, or national security impacts
(Blauth, Gstrein, and Zwitter 2022). These vulnerabilities call for the implementation
of robust security measures, including Al systems designed to be secure from the
outset, to mitigate potential threats (Sangwan, Badr, and Srinivasan 2023). Solutions
such as blockchain-based data storage have been proposed to address these vulnerabil-
ities (Sangwan, Badr, and Srinivasan 2023).

This underscores the importance of cleaning, curating, and consistently integrating
data sources to maintain the integrity, accessibility, and accuracy of Al learning,
thereby mitigating risks in decision-making processes (Goldfarb and Lindsay 2022;
Wirtz, Weyerer, and Kehl 2022). Data preprocessing provides a check against many of
these vulnerabilities and pitfalls of machine learning. However, improperly performing
data preprocessing steps such as cleaning or normalization can introduce their own
novel risks. The lack of proper data preprocessing can cause data imbalance and overfi-
tting. Overfitting occurs as machine learning algorithms struggle with the increasing
complexity of models and uncertainties in data distribution (Santoso and Finn 2023),
which in turn diminishes model robustness (Wang 2022). [Editor query to AU: Please
specify to which Wang entry in the bibliography this is a reference. (The one to which
it is not a reference may be removed from the References list, if it is not referred to else-
where.)] Models that have been “overfit” know their training data very well but may gen-
eralize poorly to data they have not seen. As a final irony, the lack of proper data
processing can introduce “data friction,” requiring human intervention to correct
biases and anomalies after the fact - undermining a common argument for incorporating
machine learning in the first place (Goldfarb and Lindsay 2022).

Feature engineering and model training

The nature of machine learning models can make them opaque, unpredictable, and
brittle. What works in the lab may not work in the field, and the reason may be inscru-
table. Many of these concerns are familiar, though in the defense domain their impor-
tance is heightened further. The processes of feature engineering and model training
are critical in the machine learning pipeline, as they directly influence the performance
and potential risks of Al systems deployed in military operations.

Potential risks that develop at this stage include the challenge of coaxing Al systems to
mimic complex human deliberation (“System 2” thinking), and the limitations in their
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ability to adapt to novel or “out of distribution” situations, which can significantly impact
operational effectiveness and strategic decision-making (Johnson 2023; Rashid 2023),
These risks are compounded by vulnerabilities to adversarial attacks and challenges in
integrating AI with existing military infrastructure (Rashid 2023). The lack of transpar-
ency in Al algorithms (sometimes known as the “black box” problem) poses risks to stra-
tegic stability and could increase the likelihood of unintentional military escalation
(Rashid 2023). The complexity and technical peculiarities of AI systems also contribute
to the difficulty in verifying and validating their safety, increasing the risk of accidents,
including fatal ones, as we have seen repeatedly in automated vehicles (Steimers and
Schneider 2022). AI's tendency to prioritize incorrect objectives due to extensive and
complex state spaces,— so-called “reward hacking’, - can hinder operational success
across various applications, including military and civilian domains (Johnson 2023; Stei-
mers and Schneider 2022),

Many algorithms are available to designers when training an AI model. The choice of
algorithm significantly influences their robustness and reliability, impacting their ability
to maintain performance under various conditions and handle uncertainties. Selecting an
inappropriate algorithm can compromise data privacy, potentially cause technological
accidents (Blauth, Gstrein, and Zwitter 2022), and reduce the system’s ability to
handle uncertainties and evolving threats. The nature of neural networks and certain
machine learning methods, for example, can introduce vulnerabilities and frustrate
human auditors, ultimately undermining trust in the system’s outputs. Poor algorithm
selection can also lead to reduced computational efficiency, which is critical for the secur-
ity of robotics and autonomous systems in fast-paced environments (Santoso and
Finn 2023).

The complexity of tasks and environments necessitates careful selection of algorithms
to ensure the system’s reliability, especially in safety-related systems, where inappropriate
algorithm choices can lead to deviations from specified limits (Steimers and Schneider
2022). Algorithms tailored to the complexity of the task and the operational environment
ensure that Al systems can handle unforeseen situations and maintain performance with
minor input variations, thereby enhancing reliability and safety (Steimers and Schneider
2022). However, the scenarios being modeled by ML systems are often so complex that
human overseers are burdened by the “curse of dimensionality’, - the tendency for digital
representations of the real world to quickly balloon beyond what is intelligible to a
human and, in fact, for permutations of parameters to multiply until the problem is
intractable even for a powerful computer. This underscores the importance of human
oversight and scrutiny to adjust Al goals on a case-by-case basis, and the need for com-
plexity reduction in feature selection and model training (Goldfarb and Lindsay 2022).
Algorithms like high-level representation guided denoiser (HGD), MagNet, and
Defense-GAN, along with training data randomization schemes, have been identified
as methods to enhance Al system robustness against adversarial attacks, complexity,
and noise (Steimers and Schneider 2022).

Model retraining and data drift

Because Al models are trained on a snapshot of the past, they degrade in reliability as the
real-world changes and falls out of sync with their training data. For example, in
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DARPA’s Air Combat Evolution program, Al pilots struggled against unexpected scen-
arios, highlighting the risks in critical operations where inaccurate Al decisions can have
severe consequences (Goldfarb and Lindsay 2022). AI models tend to age like milk rather
than wine, and relying on outdated models may lead to vulnerabilities that malicious
actors can exploit (Rashid 2023).

A common solution to this problem is to periodically retrain models by updating their
knowledge of the past, and this is crucial to maintain the relevance and effectiveness of AI
systems in the face of such threats, ensuring they can respond effectively to rapidly chan-
ging operational environments (Goldfarb and Lindsay 2022). Not periodically retraining
AT systems poses significant risks, including decreased adaptability to evolving threats.
This lack of retraining can lead to vulnerabilities, such as susceptibility to data poisoning
attacks, evasion attacks, and adversarial attacks (Nalin and Tripodi 2023; Sangwan, Badr,
and Srinivasan 2023; Steimers and Schneider 2022), On this point, some have even raised
the specter of potentially catastrophic outcomes, such as mistaken alerts that could esca-
late to a nuclear exchange (Rashid 2023).

Additionally, adversaries can exploit these vulnerabilities by employing innovative
tactics that the AI systems are not updated to detect (Goldfarb and Lindsay 2022;
Rashid 2023). The continuous evolution of threats calls for periodically retraining AI
systems to enhance their resilience and adaptability, ensuring they remain effective in
dynamic operational environments (Santoso and Finn 2023). Failure to do so not only
affects the AI systems’ performance but also impacts their reliability and the strategic
advantage they provide in military applications (Rashid 2023; Steimers and Schneider
2022). As a result, just as in cybersecurity, AI model training inevitably resembles a
“cat-and-mouse” game between red and blue teams.

Training Al models is a resource-intensive process that requires extensive optimiz-
ation, multiple training runs with different parameterizations, and, often, the involve-
ment of future users and domain experts to ensure the systems meet the application’s
needs (Steimers and Schneider 2022). The resource implications of frequent retraining
threaten commitments to sustainability and impose significant demands on time, com-
putational power, and access to updated datasets (Johnson 2023). There is a recognized
trade-oft between the need for continuous retraining to adapt to new information and the
allocation of resources, which could potentially limit other areas of development or
research (Johnson 2023). Additionally, the fact that AI systems can learn over time com-
plicates their validation process, further increasing the resource demands for maintaining
system effectiveness and security integrity (Steimers and Schneider 2022).

Test & evaluation, validation & verification (TEVV)

The TEVV stage is essential for mitigating risks associated with inadequate testing meth-
odologies and ensuring the robustness of Al systems in high-stakes contexts. Inadequate
testing methodologies for Al systems can significantly impact operational readiness and
decision-making. The reliance on historical data and the limitations of simulators in
accurately predicting risks and assessing system performance can result in operational
failures, especially in novel or untested scenarios (Veitch and Alsos 2022). This limitation
is exacerbated in high-stakes environments where AI's speed and data processing capa-
bilities are crucial, yet its unpredictability and inability to adapt can result in critical
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failures (Nalin and Tripodi 2023). The lack of comprehensive testing and prioritization of
values in Al programming can also lead to unintended consequences, such as overlook-
ing the protection of civilians in conflict situations (Devitt 2023). Additionally,
inadequate testing methodologies could lead to commanders being held responsible
for decisions made with faulty Al systems, emphasizing the need for ensuring account-
ability for Al-supported decisions (Nalin and Tripodi 2023). These factors underscore
the importance of developing robust testing methodologies to prevent unforeseen fail-
ures and ensure the reliability of AI systems.

To mitigate these issues and ensure continued reliability and accuracy in evolving
threat landscapes, several strategies can be employed. These include developing robust
security algorithms that can handle uncertainties and filter out irrelevant data inputs,
employing adversarial training and “red teaming,” denoising techniques, and generative
adversarial networks (Santoso and Finn 2023; Steimers and Schneider 2022), Addition-
ally, modifying detection functions to require further evidence before triggering actions,
including human oversight, can safeguard Al systems against malicious data inputs and
false positives (Rashid 2023). Implementing these measures can enhance the resilience of
Al systems against performance degradation and maintain their relevance in dynamic
environments.

Model sensitivity and bias

Overly sensitive AI models can lead to significant risks in various applications. This sen-
sitivity can cause Al-driven systems to report incorrect safety alarms or misidentify
targets, for example, leading to serious safety-critical impacts (Rashid 2023). Moreover,
some biases can become ethically relevant if they align with morally significant distinc-
tions, e.g. the distinction between friend and foe, or combatant and noncombatant.

To ensure the fairness of Al systems and address biases, several measures are rec-
ommended. These include: implementing safeguards, continuous monitoring, and incor-
porating diverse datasets in training AI models to mitigate the risks of sensitivity to errors
in data (Sebastian 2023; Wirtz, Weyerer, and Kehl 2022). The integration of “ethical gov-
ernors” into autonomous systems ;- which requires formulating machine-readable ethical
guidelines .~ can also reduce biases by ensuring that autonomous systems’ decision-
making processes adhere to ethical standards (Limata 2023). Additionally, using fairness
metrics such as calibration, statistical parity, or equalized odds can help ensure equal
treatment across protected and unprotected groups in predictions (Steimers and Schnei-
der 2022). Addressing biases involves not only using representative data,~ addressed
above .- but also testing models against diverse benchmarks to mitigate aggregation
bias, representational bias, and evaluation bias (Limata 2023). These measures collec-
tively aim to minimize the risks of unfair, discriminatory, and detrimental decisions
by Al systems.

User interaction: framing and interpretation

The lack of interpretability in Al systems can significantly impact decision-making and
accountability in critical military decisions. Opaque AI models can lead to unintended
consequences due to their inability to provide clear explanations for their decisions,
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making it difficult for users to understand and trust their outputs. This lack of transpar-
ency can hinder proper communication of decisions and weaken user control. It can also
reduce accountability, as decision-makers may not be able to justify actions taken based
on Al recommendations (Maathuis 2022; Rashid 2023) and complicate assigning respon-
sibility when errors occur (Steimers and Schneider 2022).

Relying on such opaque models in safety-critical contexts, where uncertainty and
imperfect information are prevalent, poses significant risks. These include unpredict-
ability and inexplicability in actions, which can lead to incorrect targeting, collateral
damage, and potentially global instability due to adversarial attacks or misidentification
of targets (Johnson 2023; Rashid 2023). This opacity can lead to challenges in ensuring
the AT’s actions align with ethical and safety standards, as seen in the Uber self-driving
car incident where a failure in object classification contributed to a fatal accident
(Devitt 2023).

The potential for these risks underscores the importance of developing transparent,
interpretable or “explainable” Al systems that maintain a high level of performance
while ensuring accountability and justifiability in military operations (Maathuis 2022),
especially in domains where decisions have significant ethical and safety implications
(Dorton and Harper 2022). This includes providing users with key information about
system objectives, constraints, data processing, and protection measures without over-
whelming them. Empirical assessments of decision processes, visualization techniques
for complex models, and tools to reduce complexity can aid in achieving an appropriate
level of transparency, understanding, and trust in users.

The risks associated with presenting Al system results to users include the potential
for manipulation and control of information, disinformation, censorship, endangerment
of data protection, disruption of economic systems, loss of control over autonomous
systems, and unclear responsibilities and accountability (Wirtz, Weyerer, and Kehl
2022). To mitigate these risks and ensure informed decision-making while avoiding over-
reliance on Al recommendations, it is crucial to ensure transparency, address biases in
training data, define clear ethical bases for AI decisions, establish accountability frame-
works, and promote human oversight (Wirtz, Weyerer, and Kehl 2022). Additionally,
achieving an appropriate level of transparency without causing confusion due to infor-
mation overload is essential, with different stakeholders requiring specific information
about the AI system for safe operation and informed decision-making (Steimers and
Schneider 2022).

To effectively incorporate user feedback into Al systems, it is crucial to engage in
human-centric approaches that prioritize the needs and experiences of human agents.
This involves creating a shared vocabulary, among other interventions (Vyhmeister
et al. 2023). However, it is challenging to integrate user insights into the continuous
improvement of Al applications . which are already embedded in a complex sociotech-
nical system. Challenges in integrating human feedback into AI-driven systems include
the dynamic nature of Al systems, evolving ethical concerns, and the need for continuous
monitoring throughout the Al lifecycle. Developers must avoid symbolic compliance (i.e.
“box-ticking”), promote ongoing education and training for personnel, ensure the
explainability of AI components, and develop an empirically-grounded understanding
of human,computer interaction (Vyhmeister et al. 2023). The human user, rather
than the machine, must be the center of the system.
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Deployment: ongoing evaluation and ethical risk

The advent of AI in warfare prompts a reevaluation of ethical and legal frameworks,
highlighting the need for responsible reliance and meaningful human control to safe-
guard ethical principles and adhere to international standards, particularly in the differ-
entiation between combatants and civilians (Dehghani Firozabadi and Chehrazad 2023).
The potential for AI to become strategic actors in warfare calls for close human oversight
to prevent the erosion of ethical conduct and adherence to international laws (Johnson
2023). Furthermore, the ethical implications of Al in national security highlight the
importance of incorporating moral considerations into Al systems to prevent immoral
outcomes and ensure that technological progress does not come at the expense of
ethical norms (Carter 2022).

The concept of “responsible reliance,” introduced by Boulanin and Lewis (2023),
emphasizes the importance of ensuring that individuals using AI tools in armed
conflicts can rely on the technical aspects, conduct of individuals, and state-level pol-
icies, which is vital for respecting international humanitarian law. Responsible reliance
ensures that Al tools in armed conflicts are used in a manner that aligns with legal
obligations and ethical standards, expanding the focus to include the interdependencies
between Al systems, their users, and the policies governing their use (Boulanin and
Lewis 2023).

We agree with authors who suggest that “human-in-the-loop” (HITL) and “-on-the-
loop” (HOTL) approaches are dead on arrival: automated systems operate too quickly
and at such a scale that human involvement becomes a bottleneck to action and therefore
an operational weakness. “Meaningful human control” is now often viewed as a dead end
in the academic literature as well, both because it is both frustratingly vague and, if any-
thing, seems to collapse into either HITL or HOTL approaches.

Instead, to address these risks, it is crucial to focus on human-machine teaming with
an emphasis on explainability and accountability (Goldfarb and Lindsay 2022; Maathuis
2022). Properly partitioning cognitive load between automated and human judgment,
alongside vigilant monitoring for vulnerabilities, can mitigate automation risks and
ensure mission success without sacrificing the tempo of operations (Goldfarb and
Lindsay 2022; Rashid 2023). To ensure Al contributes positively to strategic stability
and security objectives, it is crucial to enhance Al system reliability and maintain appro-
priate levels of human judgment in AI-driven military systems (Hadji-Janev and Boga-
tinov 2022; Luo 2022). Fostering interoperability, prioritizing ethical considerations,
and leveraging innovation through partnerships are essential strategies to mitigate
risks and harness AI’s potential for enhancing decision-making and strengthening secur-
ity efforts (Hadji-Janev and Bogatinov 2022). Establishing a comprehensive framework
for evaluating the implications of Al in security is also pivotal in addressing the chal-
lenges and ensuring AD’s positive contribution to strategic stability and security (Deh-
ghani Firozabadi and Chehrazad 2023).

Consensus and disagreement

There is a consensus across the reviewed literature on the importance of addressing data
quality issues, such as inaccuracies, biases, and incompleteness, to mitigate risks in Al
systems. The need for proper data preprocessing, including cleaning, curating, and
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consistently integrating data sources, is widely acknowledged as crucial for ensuring the
integrity, accessibility, and accuracy of Al learning.

Similarly, the literature broadly agrees on the significance of periodic retraining of Al
models to maintain their relevance and effectiveness in the face of evolving threats and
changing operational environments. The importance of robust testing methodologies,
such as adversarial training and “red teaming,” is also widely recognized as essential
for preventing unforeseen failures and ensuring the reliability of AI systems in critical
applications.

There is a consensus on the need for explainability, accountability, and human over-
sight in AI systems deployed in safety-critical contexts, including national security, to
mitigate risks associated with opaque models and ensure alignment with ethical and
legal standards.

While some authors argue for the importance of human oversight and scrutiny in
adjusting AI behavior on a case-by-case basis, others highlight the challenges posed by
the complexity of scenarios modeled by ML systems, which can burden human overseers
with the curse of dimensionality. This disagreement underscores the tension between the
need for human involvement and the practical limitations of human oversight in
complex Al systems.

Knowledge gaps & future research

One significant knowledge gap identified in the literature is the lack of comprehensive
frameworks for evaluating the ethical implications of Al in security and military contexts.
While the importance of addressing ethical, moral, and legal boundaries is widely
acknowledged, concrete guidelines and assessment tools for ensuring AI's alignment
with ethical principles are not included in the reviewed literature.

The literature provides strong evidence for the risks associated with inaccurate, biased,
or incomplete data in Al systems, drawing on examples from both military and non-mili-
tary domains. The vulnerability of AI systems to data poisoning and adversarial attacks
during training and testing is also well-attested in these articles. However, there is less
concrete evidence provided for the effectiveness of specific strategies proposed to miti-
gate risks, such as adversarial training, “red teaming,” and denoising techniques.
While these strategies are widely recommended, their practical implementation and
efficacy in real-world settings are not extensively demonstrated in the reviewed literature.
Future studies should focus on providing empirical evidence for the effectiveness of these
strategies in real-world settings and developing best practices for their application in
various domains.

Research should explore efficient methods for updating Al systems with new data and
adapting to evolving threats while minimizing the computational and time costs associ-
ated with retraining.

Finally, the development of explainable AI systems that maintain high levels of per-
formance while ensuring accountability and justifiability in decision-making processes
is an important area for future research. Studies should focus on creating transparent
and interpretable AI models that enable effective human oversight and align
with ethical and legal standards, particularly in safety-critical domains like national
security.
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Notes

1. Several articles by Mariarosaria Taddeo and colleagues, for example, are significant, but are
currently forthcoming or were not available at the time of our review (Blanchard and
Taddeo 2024; Taddeo and Blanchard 2024)

2. See “Fine-tuning,” especially “Preparing your dataset.” OpenAl.com. No date. Accessed 3/
26/24. https://platform.openai.com/docs/guides/fine-tuning/preparing-your-dataset.

3. According to the AI-Assisted Authorship (AAA) principles, we judge the work to have a
low-medium degree of continuity of Al inputs: the Al surfaced these insights through an
algorithmic search through article embeddings, but these insights were written through
by human experts. This kind of contribution is typically creditable, as it would be a standard
task for a research assistant. See Jenkins and Lin (2023).

4. Page numbers refer to pages of the PDF file, not the journal issue or article.
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Appendix B: Machine learning impact initiative questions

. What risks might arise from the utilization of inaccurate or biased data, and how could

these risks impact the decision-making and operational effectiveness of military applications?
How can the relevance and completeness of features captured by the data impact the effective-
ness of Al systems applications, and what are the potential consequences of overlooking criti-
cal features?

What are the potential security implications of the methods used to collect data for Al
systems, and how might these methods compromise the integrity and confidentiality of sen-
sitive information?

What risks might emerge if data preprocessing steps were ignored or performed improperly,
and how could this affect the reliability and accuracy of the Al systems scenarios?

How might the aggregation of multiple data sources without proper normalization affect the
reliability of AI systems, and what are the potential risks of drawing incorrect conclusions
from inconsistently integrated data?

What are the potential consequences of not clarifying ambiguous elements in the data used for
Al systems, and how might this ambiguity lead to misinterpretations and errors in decision-
making?

What are the potential risks associated with the learning objectives of Al systems, and how
might they impact operational effectiveness and strategic decision-making in military
operations?

How can the choice of algorithm for training AI systems influence their robustness and
reliability, and what are the implications of selecting an inappropriate algorithm for the
specific application?

What are the implications of inadequate testing methodologies for Al systems, particularly in
terms of operational readiness and decision-making, and how might insufficient testing lead
to unforeseen failures in critical situations?
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What are the risks of not periodically retraining Al systems with new data, and how might this
affect their adaptability to evolving threats and changing operational environments?

How often should AI systems be retrained to maintain their effectiveness, and what are the
resource implications, including time, computational resources, and human expertise,
required for regular retraining?

In what ways might the performance of Al systems degrade with new data inputs, and how can
this be mitigated to ensure continued reliability and accuracy in evolving threat landscapes?
What kind of risks might occur if the AI system’s model is overly sensitive to errors in the
data, and how might this sensitivity lead to false alarms or missed threats applications?
How can identifiable biases in AI systems’ models impact their fairness and effectiveness
applications, and what are the potential consequences of biased decision-making in military
operations?

What measures can be taken to evaluate and ensure the fairness of Al systems, and how can
biases be addressed to prevent discriminatory outcomes and ensure equitable treatment
applications?

How might the lack of interpretability in Al systems affect decision-making and accountabil-
ity, and what are the potential risks of relying on opaque models in critical military decisions?
What are the risks associated with presenting Al system results to users, and how can these be
mitigated to ensure informed decision-making and prevent misinterpretation of AI-generated
recommendations?

How can user feedback be effectively incorporated into Al systems to enhance their perform-
ance and relevance, and what are the challenges in integrating user insights into the continu-
ous improvement of Al systems?

What are the potential risks associated with the core purpose and deployment of Al systems,
and how can they be addressed to ensure mission success and operational effectiveness in
military contexts?

How might the use of Al systems impact established best practices and ethical considerations
in the field, and what are the potential implications for the ethical conduct of warfare and
adherence to international laws and norms?

What are the potential risks associated with overlooking important features or including irre-
levant ones?

What are the potential security implications of the methods used to collect data for Al
systems, and how might these methods introduce vulnerabilities or risks in the overall
strategy?

What risks might emerge if data preprocessing steps, such as cleaning or normalization, were
ignored or performed improperly, and how might this impact the accuracy and reliability of
Al-driven systems?

How might the aggregation of multiple data sources without proper normalization affect the
reliability of AI systems, and what are the potential risks associated with data inconsistencies
or discrepancies?

What are the potential consequences of not clarifying ambiguous elements in the data used for
Al systems, and how might this lead to misinterpretations or errors in decision-making?
What are the potential risks associated with the learning objectives of Al systems, and how
might they impact operational effectiveness, especially in scenarios where the AI system
might prioritize incorrect objectives?

How can the choice of algorithm for training AI systems influence their robustness and
reliability, and what are the potential risks associated with selecting inappropriate algorithms
for specific tasks?

What are the implications of inadequate testing methodologies for Al systems, particularly in
terms of operational readiness and decision-making, and how might this lead to unforeseen
failures in critical situations?

What are the risks of not periodically retraining Al systems with new data, and how might this
affect their adaptability to evolving threats, especially in dynamic and rapidly changing
conflict environments?
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How often should AI systems be retrained to maintain their effectiveness, and what are the
resource implications, including the potential trade-offs between frequent retraining and
resource allocation?

In what ways might the performance of Al systems degrade with new data inputs, and how
can this be mitigated to ensure that the systems remain effective and relevant in changing
operational contexts?

What kind of risks might occur if the AI system’s model is overly sensitive to errors in the
data, and how might this sensitivity lead to inaccurate or unreliable outcomes applications?
How can identifiable biases in AI systems’ models impact their fairness and effectiveness
applications, and what are the potential consequences of these biases on decision-making
and operational integrity?

What measures can be taken to evaluate and ensure the fairness of Al systems, and how can
biases be addressed to prevent discrimination or unfair treatment in military operations?
How might the lack of interpretability in AI systems affect decision-making and accountabil-
ity, and what are the risks associated with relying on “black box” models in critical scenarios
What are the risks associated with presenting Al system results to users, and how can these be
mitigated to ensure informed decision-making and avoid overreliance on Al
recommendations?

How can user feedback be effectively incorporated into Al systems to enhance their perform-
ance and relevance, and what are the challenges in integrating human feedback into AI-driven
systems?

What are the potential risks associated with the core purpose and deployment of Al systems,
and how can they be addressed to ensure mission success and avoid unintended consequences
in military operations?

How might the use of AI systems impact established best practices and ethical considerations
in the field, and what are the potential risks associated with deviating from these practices in
the pursuit of technological advancement?

What are the long-term implications of deploying Al systems, particularly in terms of strategic
stability and security, and how can these implications be addressed to ensure that Al contrib-
utes positively to objectives?
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